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1
Decision/action requested

This contribution proposes to add new KI in data and analytics exchange in roaming case.
2
References

[1]
3GPP TR 23.700-81 Study of Enablers for Network Automation for 5G System (5GS); Phase 3
[2]
3GPP TS 23.288 Architecture enhancements for 5G System (5GS) to support network data analytics services

3
Rationale

The contribution proposes to add new KI in data and analytics exchange in roaming case.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the  change ****************

x.x
Key issues related to data and analytics exchange in roaming case
x.x.1
Key Issue #x.1: Topology hiding in data and analytics exchange
x.x.1.1
Key issue details 
According to clause 13.1.1.1 of TS 33.501, SEPP shall generate a telescopic FQDN for the following messages received over N32-f: Nnrf_NFDiscovery_Get response HTTP message with FQDNs of a set of the discovered NF or NF service instance(s), subscription message with the Callback URI in the payload of the message, Nsmf_PDUSession_POST HTTP message from a V-SMF with PduSessionCreateData containing the URI representing the PDU session in the V-SMF. For topology hiding, SEPP may rewrite the label representing FQDN from other PLMN in the telescopic FQDN.

As per KI#3 in TR 23.700-81, in roaming scenario, the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN, which may involve internal network information (e.g., FQDN of application server, FQDN of ML model file). Since they don’t belong to the above three types of messages, SEPP won’t generate telescopic FQDNs to hide the internal network information.
This key issue studies the topology hiding aspect of exchanging data and analytics in roaming case.
x.x.1.2
Security threats
If the ability of topology hiding is not supported in data and analytics exchange in roaming case, it may lead to the following issues:

· Internal network information can be leaked to other PLMN.

x.x.1.3
Potential security requirements
Topology hiding in data and analytics exchange in roaming case should be supported.
*************** End of the change ****************

